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Data Protection Policy and Procedures

A. Introduction

2.

4.

A
>

In order to carry outits role as a provider of training and education Capital City College
Group (“the College”) isrequired to process personal data about its staff, students and
otherusers. Thisinformationis used to monitor performance, achievements and ensure
the safety of its staff and students. Itis also necessary to processinformation so that staff
canberecruited and paid, courses organised and delivered, and legal obligations to
funding bodies and the Government complied with. The following definitions are used:

e "CriminalRecordsData"isinformationabout anindividual's criminal convictions
and offences, and information relating to criminal allegations and
proceedings;

e “Data Subject”isaliving, identified oridentifiable individual about whom we
hold personal data. Data Subjects may be nationals orresidents of any country
and have legalrights regarding their personal data;

e "PersonalData"isanyinformationthatrelatestoalivingindividual who canbe
identified directly orindirectly fromthat information.

e “Processing”isanyusethatismade of personaldata, including collecting,
storing, amending, disclosing or destroyingiit.

e “Special Category Data” is personal data that reveals a person’s racial or ethnic
origin, political opinions, religious or philosophical beliefs, trade union
membership, genetic data(i.e.information about theirinherited oracquired
genetic characteristics), biometric data (i.e. information about their physical,
physiological or behavioural characteristics such as facialimages and
fingerprints), physical or mental health, sexual life or sexual orientation and
criminal record.

The College willhandle personal data with care andin compliance withthe applicable
law governing data protectionincluding but not limited to the Data Protection Act
2018 (“DPA 2018”) and the UK General Data Protection Regulation (‘UK GDPR”)
(collectively “Data Protection Legislation”).
Inline with article 5 of the UK GDPR, the College will comply with the following
data protection principles and will ensure that personal dataiis:
e Processedinalawful,fairandtransparent manner;
e Collectedforaspecifiedandlegitimate purpose - and not Processedinamanner
whichisincompatible with those purposes;
e Adequate,relevantandlimitedtowhatisnecessaryinrelationto the purposesfor
which they are processed,;
e Accurateand,wherenecessary, keptuptodate;
e Keptinaformwhich permitsidentification of datasubjectsfornolonger
thanis necessary forthe purposes for which the personal datais
Processed; and
e Processedinamannerthatensuresappropriate security of the personal data.
Staffand others who processpersonaldatamust ensure that theyfollowthese principles
at alltimes. This Data Protection Policy and Procedures document isintended to ensure
Capital City College is the trading name of Capital City College Group 3
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that this happens.
Status of the Policy

5. Thispolicydoesnot form part of the formal contract of employmentforstaff, butitisa
condition of employment that all college personnel must comply with this policy.

6. Anyfailuretofollowthispolicycan,therefore,resultindisciplinary proceedings. Any
member of staff who considers that this policy has not been followed in respect of their
personal data should raise the matter with the designated controller within their area of
work within the College, in the firstinstance. If the matteris not resolved, it should be
raised as a formal grievance under the Group’s Grievance Procedures.

7. Anydeliberate breach of the Data Protection Policy may lead to disciplinary action being
taken oraccess to college facilities being withdrawn and even a criminal prosecution (if
thereis evidence that personal data has been used for their own purposes without the
College’s consent). Any questions or concerns about the interpretation or operation of
this policy should be taken up with the designated relevant data controller or the Data
Protection Officer (“DPQO”).

B. Designated Data Controllers and the DataProtection Officer

8. Asadatacontrolleras defined by Data Protection Legislationthe Collegeisrequiredto
comply with the UK GDPR. Whilst ultimate responsibility for compliance rests with the
Board of Governors, the day to day compliance is the responsibility of allmembers of
staff and the College Management Team.

9. Inordertoensure ongoing compliance with Data Protection Legislation the College
operates a designated controller approach to data protection. Foreach main
operational areathereis a senior member of staff who has responsibility for the
controlandintegrity of personal data (“Designated Data Controllers”). The table
below gives details of these Designated Data Controllers:

Department/ Divisionwithinthe Designated Data Controllers
Group

ManagementInformation Services/ Directorof MIS

Registry / Examinations

Finance Chief Finance Officer

Marketing Chief Marketing Officer

Human Resources Chief People Officer

Students Deputy Principal, Learner Experience

10. Underthe UKGDPRitis mandatory to appointaDPQO. Thisroleis performed by the
Director of Governance whose key responsibilities are to:

e Informandadvise the data controllers and processors withregardsto Data
Protection Legislation;
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Monitorcompliance with Data Protection Legislation;
Provide advice withrespecttodataprotectionissues;
e Co-operate with the Information Commissioner’s Office (ICO);

e Actasapointof contact;

e Ensurethatthe College’s DataProtection Policyisup todate andinline with
current legislation and regulations; and

e Overseerequestsandcomplaints madeinrelationto data protectionusingthe
following email address - dataprotection@capitalccg.ac.uk.

C. Rights of Students and Staff

11. Individuals have therighttobeinformedabout the collectionanduse of their personal
data.Thisis akey transparency requirement under Data Protection Legislation. All Data
Subjects are entitled to the following rights:

e therighttoaskwhetherthe Collegeprocessestheirpersonaldataandtoreceivea
copy of their personal data;

e therighttocorrectanyerrorsintheir personal data, andtakingintoaccount the
purposes, to complete incomplete personal data;

e theright,incertain circumstances, such as where personal datais nolonger
needed, torequest that the College restricts the use that is made of the personal
data;

e theright,incertain circumstances, to askthe College toreview and explain
the legitimate interestsin processing the personal data;

e theright,where thelegalbasis of processingis consent, to withdraw that consent
atanytime;
theright,incertaincircumstances, tohave personal data erased;
therighttohave personal datasecurelytransferredtoanotherorganisation; and

e therighttohumanintervention, to express their opinion and to obtain and
challenge explanations where automated decision-makingisusedandhasa
significantimpact on them.

Detailed guidance onall of therights that individuals have withregard to their personal
datais available on the ICO website here - https://ico.org.uk/for-organisations/guide-
to-the-general-data-protection-regulation-gdpr/individual-rights/.

12. The College provides all staff and students and otherrelevant users with privacy notices.
The noticesinformthe individuals of the types of data the College holds and processes
aboutthem andthe reasonsforwhichitis processed. The College’s student privacy
noticeis attached as appendix 1and its staff privacy notice is attached appendix 2.

D. Responsibilities of Staff

13. Allstaff areresponsiblefor:

e checkingthatanypersonaldatathatthey providetothe Collegein
connectionwith theiremploymentis accurate and up to date;
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14.

15.

16.

¢ informingtheCollegeof any changesto personal datawhich they have provided
e.g.change of address;

e checkingtheaccuracyofinformationthatthe Collegewillsendoutfromtime
totime giving details of information kept and processed about staff;

e informingtheCollegeofanyerrorsorchanges(the College cannotbeheld
responsibleforany errors unless the staff member hasinformed the College of
them)

If and when, as part of theirresponsibilities, staff collect information about other people
(i.e. about students’ course, work, opinions about ability, referencesto otheracademic
institutions or details of personal circumstances) they must comply with the guidelines
for staff which are included as Appendix 3.

Staff should not pass personal data or work contact details of colleagues if arequest is
made from an external source, unless permission has beenreceived from the staff
memberin question. Innormal circumstances, if arequestis made for contact details
thenthe external person should be asked to make arequest in writing (usually via email)
which provides their contact details and allows the staff memberin question to contact
themif they deem this to be appropriate.

Staff must note thatitis a criminal offence to use personal data that they have access
to as part of theirwork for their own personal orcommercial reasons without the
consent of the College and doing so canlead to prosecution.

Security of personal data

A
>

17.

18.

19.

All staff areresponsible forensuringthat any personal data which they processis
kept securely.

Personal data should not be disclosed either orally or in writing, accidentally or otherwise
to any unauthorised third party. This includes visualimages held as part of the College’s ID

cardsystem andthe CCTV security system. Personal data should be:

e keptinalockedfiling cabinetorinalockeddraweror,ifitiscomputerised, be
password protected or;

e keptonlyonadisk/USBwhichisitself keptsecurely orkeptinalockedoffice with
restricted access

CCTVimages must be kept securely and be password protected - the appropriate
documentationmustbe provided by police and other Government Agencies quotingthe
relevant section of the DPA 2018.

20. Staff shouldnote:

that unauthorised disclosure willnormallybeconsideredasadisciplinarymatter;
thatthis policy should beread along withthe Group’s ICT Acceptable Use Policy.

e thatthe College’sdatabreach policy and proceduresaretobe followedinthe
event of a data breach (see appendix 4)

Capital City College is the trading name of Capital City College Group 6
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E. Student Obligations

21. Studentsmust ensure that all personal data provided to the College is accurate andup to
date.They must ensurethat allchanges of addressetc. are notifiedto their personaltutor,
who should notify the registry team. Students who use the College’s computer facilities
may from time to time have access to personal data about themselves. The College can
bearnoresponsibility for the sharing of personal dataif this is carried out by the student
themselves.

F. Lawful basis forusing Personal Data

22. The lawful bases for processing and holding personal data are set outin Article 6 of the
UK GDPR. Inorderto carryitsrole as an FE institution (i.e. to provide education and
training) the College is permitted to hold personal data about staff and students, such
as theirname, contact details and academic achievement to date. We will only process
personal data when we have alawful basis for doing so.

Mostcommonly, we willprocess personal datain the following circumstances:

e |Ifitisnecessarytodosoinorderto fulfilemployment contracts with staff
andin fulfilling the student contract with students.

e Whereitisnecessaryforourlegitimate interests (orthose of athird party) and
the interests and fundamental rights of the individual do not override those
interests.

e Whereweneedtocomplywithalegal obligation.

e Wherenecessaryforthe performance of ataskcarried outinthe publicinterest.

e Wewillonlyrely onvitalinterests as alawfulbasis forprocessing personaldatawhereitis
necessary toprotectsomeone’slife.

e Wewilluse consent asalawful basis forsome processing.i.e. where thereisno
otherlawful basis. Where we do so we always provide the individual with the
choice astowhetherornot to optinto such processing. Where we rely on
consent forprocessing, consent may be withdrawn at any time.

G. Processing Special CategoryData

23. Special Category Datais subject to additional controlsincomparisonto ordinary personal
data. When processing Special Category Data, in addition to a lawful basis set outin 22
above, the College isrequired underthe UK GDPR to have an additional lawful basis for
processing, such as:

e thedatasubjecthasgiventheirexplicitconsent;

e theprocessingof special category dataisto performorexercise obligations or
rightsinrelation to employment, social security or social protection law;

e theprocessingisnecessarytoensure thevitalinterest of the data subject or
another person, where the individual is physically orlegally incapable of giving
consent;
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e thespecialcategorydatahasalready beenmade manifestly public by the data subject;
e theprocessingisnecessaryforthereasons of substantial publicinterest as
defined by the DPA 2018, Schedule 1, Part 2 (e.g. safeguarding,
preventing/detecting unlawful acts);
e theprocessingisrequiredforoccupationalhealth, absence management
orthe provision of health and social care services or treatment; or
e theprocessingisnecessaryforarchiving purposesinthe publicinterest,
scientific orhistorical research purposes or statistical purposes.

Insome cases the College has alegal obligation to process Special Category Data; for
example the funding agency requires the College to pass on data withrespectto
ethnicity, physical and mental health, and to share this information with them. Where
thereisnotalegal obligation orthe processingis notin the substantial publicinterest as
defined by thelaw and the College decides that Special Category Data should be
processed, this will usually be done on the basis of consent and the individual has the
choice astowhetherornotto optinto suchprocessing. Individuals canwithdraw
consentatanytime. The College adheresto the definition of consent as defined within
the UKGDPRwhichis asfollows:

Consentis ‘anyfreely given, specific, informed and unambiguous indication of the
data subject’s wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her.”

24. Inorderto ensure a safe work place and that the College complies with other areas of the
law, such as equal opportunities, there is arequirement to process special category data
inrelation to gender, race, criminal convictions or health. Alsoin some instances, the
processing of some types of special category personal datais a condition of acceptance
of astudentonto acourse andis a condition of employment for staff.

25. The College may also ask forinformation about particular health needs such as
allergiesto particular forms of medication or foods or any conditions such as asthma
and diabetes. The College will only use theinformationinthe protectionof the health
andsafetyof theindividual andinthe event of a medical emergency andsofarasis
necessary to comply with disability discrimination law.

26. Some jobs or courses will bring staff, job applicants and studentsinto contact with
childrenincluding young people between the ages of 16 and 18 years. The College’s
statutory safeguarding duty and other education legislation require it to ensure that they
are not barred form working with children or are otherwise suitable for the job or where
the course involvesregulated activities as defined by the Safeguarding Vulnerable
Groups Act 2006, the students are suitable forthose courses. The College also has a duty
of care toall staff and students and must therefore ensure that employees and those who
use the College’s facilities do not pose a threat or danger to otherusers.

H. Data Sharing

27. The College will comply with the relevant legislation with respect to the sharing of personal
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data. Forexample, if the Police make arequest for personal data associated with carrying
out acriminalinvestigation the College will share personal data as long as a legitimate
reasonis provided and assurance is confirmedthat the requestis legitimate. Also, the
Collegeisrequiredto supply personal dataif requested to the relevant local child
protection /safeguarding Boardin line with its statutory safeguarding duty inrespect of
children (learners who are under 18). The College may also provide personal data to the
Local Adult Safeguarding Board where necessary for safeguarding purposes inrespect
of learners who are classified as a vulnerable adult. In all cases the Designated Controller
forthe relevant area of the College must agree to the request and authorisation must be
sought by the member of staff who is sharing the information.

28. When sharing personal datainline with approved and authorised protocols (forexample if
aqueryisbeingmade by orwithafunding agency) then personal data must be sentin
encrypted format.

I. SubjectAccessRequest
Individuals have the right under the UK GDPR and Data Protection Act 2018 to have confirmed
whetherthe College processes, shares or stores their personal dataand to be provided witha
copy of their personal data, this can be done through a Subject Access Request. Any person
who wishes to exercise thisright should complete the Access to Informationform and give it to
their personal tutor orrelevant manager or head of their section, department or service area (see
Appendix 6).

29. The College aims to complywithrequests foraccesswithoutunduedelayandatthelatest
within one month of receiptunless there is a goodreason fordelay. Insuch cases, the
reasonfor delay(whichshouldbenomorethanafurthertwomonths)shouldbe explained,
inwriting, tothe Data Subject making the request.

30. The College, to ensure that all personal data that is held inrespect of your request, may
require youto provide furtherinformation or clarification of your request to narrow the
searches so that your personal data can be accurately retrieved and compiledin
accordance with yourrequest. Please note that the one-monthresponse periodis
paused while your clarificationis being sought and once your clarificationis received, we
will provide aresponse within one month of the clarification. You will be contacted
promptly by the College in thisregard, where it will be explained in writing what
clarificationis needed and the reasons for the clarification being sought.

31. Toprotecttherights of third parties as well as other sensitive commercialinformation, we
may require you to provide proof of your identity before any requests are complied with.

32. The College, unless compelling reasons are presented, will not supply you with copies of
the documentation in which your personal data appears to protect third party data
privacy rights asinaccordance with the UK GDPR and Data Protection Act. Inaccordance
with the legislation you are only entitled to confirmation of whether the College
processes your personal data, the purpose of why your personal datais processed, the
type of personal data whichis processed, the recipients of your personal data if it has
been shared, how long your personal data will be stored for, what personal data of yours
is held and lastly whether any automated decision-making is carried out inrespect of
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your personal data.

J. ExaminationMarks

33.

Students are entitled to information about their examination marks for both course work
and examinations. Students are to be made aware that they are not entitled to view this
information prior to the official publication date. The publication of examinationresults at
anindividuallevel requires the consent of the individual concerned. Students are not
entitled to have access to examination scripts, though they can see any comments on
their performance made on those scripts. The College however may use dataonan
anonymous and combined basis to carry out analysis of performance inrelationto
teaching, learning and assessment

K. Retentionof Data

34. The Collegeisrequiredto ensure thatit only retains personaldataforaslongasis

35.

36.

37.

necessary to fulfil the original Processing purpose for which it was collected. The
College manages the retention of personal data through setting retention periods after
which data will be deleted or archived. Retention periods are set based on legal and
regulatory requirements and good practice guidance.

The College will keep some forms of information for longer periods of time than others.
Constraints on storage space determine that information about students cannot be kept
indefinitely unless there are specific requests to do so. In general, information about
students held in manual files will be kept for a maximum of five years after the student has
left college. Thiswillinclude:

e nameandaddress;

e academicachievementsincluding marks forcourse work; and
e copiesofanyreferencesgiven.

Retention periods for different categories of personal data are decided by the
respective department that holds the personal data. The following principles will be
adheredin ensuring that datais stored, archived and cleared at the end of the retention
period:

e Aperiodwillbe definedafterwhich the hard copy data will be archived. This will
include the method of where and how to store data.

e Ayearly process will be followed by departments to go through all data thatis held
including, those that are archived, withrecords deleted that have reached the end
of the retention period.

e Where an archiving company holds the data, retention periods will be informed with
check to ensure that data has either been brought back to the College to
remove/delete the data when retention period is over or is deleted by the company
themselves.

The College’s Retention of Records Schedule isattached (Appendix7)
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L. CCTV

38. The College utilise Closed Circuit Televisions (CCTV) on an evidentiary basis when
incidents of crime ormisconduct have been alleged. CCTV datais held securely for
thirty days before being permanently erased. The datais sealed, and only authorised
individuals may be ableto view the data. Permission must be sought and granted from
the Data Protection Officer before any downloads can take place.

M. Training

39. The College will provide training toits staff to ensure that they are cognisant of their
responsibilities, however as referenced above it is the responsibility of staff to ensure
that they conduct themselvesinline with this policy. Allnewly appointed staff will be
requiredto complete a data protection training module as part the onboarding
process.

N. Contactus

Capital City College Group isregistered with the Information Commissioner’s Office as adata
controllerunderthe reference ZA254956.

Ouraddressis 211Gray’s InnRoad, London WCI1X 8RA

The Data Protection Officercanbe contacted by email at: dataprotection@capitalccg.ac.uk.
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A. Introduction

The purpose of thisnotice is toinform students about how the college collects, uses and shares their
personal data, and theirrightsinrelationto the personal data we hold.

Thisnoticeisavailable on the college website.

B. Whoprocesses your personaldata?

Capital City College (CCC) determines why and how your personal dataisused andis considered
to be the data controller of the personal data. This places legal obligations on the college.

The Collegeisregisteredunderits legalname of Capital City College Group with the Information
Commissioner’s Office as a data controllerunder thereference

ZA254956. Our addressis 211 Gray’s Inn Road, London WCIX 8RA

Thecollege’s Data Protection Officercanbe contacted by emailat: dataprotection@capitalccg.ac.uk

Cc. What personal data do we process

CCC processes personal data that is necessary to administer and deliver education services to
you. Thisincludes:

« information aboutyouandyourstudy andyourcommunications withusincluding details
of your education, qualifications and publications.

« financialinformation gatheredforthe purposes of administering feesandcharges, loans,
grants, bursaries etc.

+ copiesofpassports, visas, and otherdocumentsrequired to ensure compliance with the
regulations of our funding organisations.

+ photographs and otheridentificationinformation for student ID cards.

+ information about your participation and progressionin learning and assessment activities and

+ informationaboutyouruse oflearning materials.

Specialcategory data

We may also process “special category data" which includes information about your racial or
ethnic origin, religious beliefs or other beliefs, physical and mental health and any disability you
may have. We may also process information concerning any criminal offences or criminal
proceedings.

D. Thelegalbasis for processingyour personal and special category data
(i) Contract

We may process your personal data and special category data because it is necessary for us
to do so in order to fulfil the contract you enter into with the college when registering as a
studentorinorderto take steps at yourrequest prior to enteringinto a contract.
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The college collects and processes personal information that is necessary to provide the required
services to you for the contract and also to meet its legal and statutory obligations in delivering
the contract, including:

+ securinggrantfundingto coverthe costof youreducation
+ thecollectionofanyfeeyouoweus,orathirdparty (forexample youremployer)

(i) Legitimateinterests

We may use and process your personal information where it is necessary for us to pursue our
legitimate interests orathird party's legitimate interests. Such legitimate interests caninclude:

+ monitoringyourattendance atlessons and other learning activities

+ therecording of educational activities including lecture capture

+ monitoringandinvestigatingtheuse of ITservicestomaintainnetworkandinformation security
+ testingoursystemstoensureoptimumperformance

+ verifyingthe accuracy of datathatwe hold

+ improvingourservicesvia staff training

+ promoting equality and diversity throughout the college

+ trackingyourprogressintofurtherlearningoremployment

+ stayingintouchwithyouafteryougraduateincluding

fundraising Use of Body Cameras

The Collegereserves therightto process personalinformation captured by body cameras. This may include:
+ Videofootage,includingimages of individuals and surrounding environments

+ Audiorecordings of conversations

«  Otheridentifiableinformationvisible oraudible during the recording

+ Incidentalpersonaldata, such as personal belongings

The College will process thisinformationin line with its CCTV policy and the reason forits useis to ensure the
safety of students and staff.

(iii) Legal obligation
We may alsoprocess your personal dataforourcompliance withlegal obligations. This caninclude:

« compliancewithregulatory obligations suchas anti-moneylaunderinglaws and
safeguarding requirements

+ assistingwithinvestigations(including criminalinvestigations) carried out by the police and
other competent authorities

+ complyingwith courtorothercompetent authority orders.

(iv) Vitalinterests

The college will rely onvital interests as a lawful basis for processing your personal data where it is
necessary to provide a safe environment foryour protection and the protection of others. This
includes the investigation and prevention of inappropriate activity

(v) Consent

The college willuse consent as alawful basis for some processing. Where we do so, we always
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provide you with the choice as to whether ornot to optinto such processing.

+  Wewillprovide academic references and confirmation of study to prospective employers and to
yourlocal authority or council, with your consent.

+« Wemay process personal data provided by youforaspecific purpose or purposes (for
example, disability, catering preferences or lifestyle status for event management)

E. What we use personal and sensitive data for

CCCprocessesyourpersonalandspecial category dataforthe following reasons:

+ theprovisionofteachingandassociatedservices(e.g.registration, assessment, graduationandthe

administration of parents’ evenings)

maintaining studentrecords

promoting the welfare of students

tocommunicatewithyouforallmattersrelevanttoyourstudy atthecollege

providing library, IT and information services

administering student finances

managing college accommodation

managingtheuse of collegeservices(e.g. student support services, careers service)

equal opportunities monitoring

evaluating the performance and effectiveness of the college including research and statistical analysis

tomeetourcompliance andregulatory obligations

thepreventionanddetectionof crimeandassistinginvestigations carried out by relevantauthorities

dealingwith disciplinary matters

dealingwithcomplaints

+ Ifyouareagedunderl18, orunder 24 with an EducationandHealth Care Plan, aresponsible adultyou
have nominated on your enrolment form.

F. Automated decision making
The college doesnot make any automated decisions about youusing your personal data.
G. Who we share your personal data with

Your data will be sharedinternally within the college with staff and departments that require the
use of the data in order to administer your study and provide college services to you.

Data including your personal and sensitive data will be shared externally where the college has a
legitimate need to do so in fulfilling the contract the college has with you or has a legal obligation
to provide data. The following list provides examples of the most common occasions on which it
is necessary to share your data.

We will share some personal data (including your name, date of birth, email address, programme
and level of study, start and end date and gender) with the college Students’ Union if you have
provided your consent at registration for your first year of study of your current programme. The
Union use thisinformation to communicate with you to provide services to youas amember of the
Union. The sharing of data between the college and the Unionis covered by a data sharing
agreement. You can opt out at any time from the Student Union holding your data through our
online student system.
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Otherregulatorybodiesthatthecollegeislegallyrequiredto provide datatoinclude:
o HigherEducation Statistics Agency (HESA),

OfficeforStudents (OfS),

Education and Skills Funding Agency (ESFA),

GreaterLondon Authority (GLA),

Department for Education (DfE),

Learning Records Service (LRS),

National College for Teaching and Learning (NCTL),

Student Loans Company (SLC),

Quality Assurance Agency for Higher Education (QAA),

OfficeforStandardsinEducation(OFSTED),

and subject specific accreditation organisations.

O OO O O O O O o0 O

Each of these organisations has its own privacy notice which can be found onits web site. We
may also provide details to third party organisations representing those bodies, e.g. OfSuse
Ipsos Morito conduct the National Students’ Survey, for which the college isrequired to provide
the contact details of its students.

Other parties with whom with may share yourinformation with include:

« Otherthird party organisations, covered by a data sharingagreement, where the college
hasalegitimate need to do soin fulfilling the contract it has with you.

+  Wewillprovideinformation to the police and otherenforcement agenciesin the event
of an emergency or where required to assist the prevention or detection of crime.

+ Thecollegemayalso passinformationabout a studenttoanappropriate third party where
thereis concern about the welfare of a student to safeguard the interests of the student.

+  Wewillprovideinformationto UK Visas and Immigration (UKVI) where requiredin
relationto students holding Student Route visas.

+ Employersandorganisations withwhom placements are arranged as part of your programme of
studyin orderto facilitate the placement.

+ Employers of students studying on Apprenticeships programme.

+ Otherinstitutions when delivering provision in collaboration with CCCG.

+ Referencestopotential employers and othereducationinstitutions where the student has
namedthe college or a staff member as areferee.

+ Professionalbodies where appropriate forthe programme of study to validate and
accredit qualifications.

« Ifyouareagedunder18, orunder 24 with an EducationandHealth Care Plan, aresponsible adult
you have nominated on your enrolment form, for the purposes of parents’ evenings and other
parents’ communications regarding the progress of your study.

+  Wewillshare some personal datawith our external supplier for the purpose of providing
graduation gowns required for attendance at graduation ceremonies.

THESA Student Collection Notices canbe found at:
https://www.hesa.ac.uk/about/regulation/data-protection/notices

H. Changes toyour personal data

Itis the responsibility of the student to notify the college as soon as possible if any of the data
held about them needsto beupdated orisincorrect. The college provides an opportunity annually
foryouas a student to check your details through the registration process and also requires
students to notify changes more promptly directly to student services.
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I. Willyourdatabe sent or stored abroad?

Some of the personal data we process about you may be transferred to, and stored at, a
destination outside the European Economic Area (EEA), forexample where personal datais
processed by one of our software suppliers who is based outside the EEA orwho uses data
storage facilities outside the EEA.

In these circumstances, your personal data will only be transferred where the transferis subject to
one ormore of the appropriate safeguards forinternational transfers prescribed by applicable law
(e.g.standard data protection clauses adopted by the European Commission); a European
Commission decision provides that the country or territory to which the transferis made ensures
anadequate level of protection.

J. Howlong do we keep your personal data?

The college will retain personal data forno longer thanis necessary to fulfilits contractual and
regulatory obligationsinline withtheretention schedule in appendix 3 of the data protection
policy which canbe found here.

K. Howyoucanaccess your personalinformationwe hold, and

otherrights you have
1. Therighttobeinformed

You have theright to be informed about the collection and use of your personal data and this
privacy notice is part of the transparency requirements of data protection legislation.

2. Rightofaccess

You have aright of access to your own personaldata held by the college. Most data held aboutyouis
available foryou to view online through our online student system whilst a student of the college.
Furthermore, arequest to see the personal data held by the college can be made through a Subject
Access Request.

3. Therighttorectification

You have theright to have inaccurate personal data held by the college rectified orcompletedif it
isincomplete. This can be done through our online student system or by contacting the Student
Administration teams at courseinfo@capitalccg.ac.uk

4. Therightto erasure

Once personal data collected by the college is no longer necessary for the purpose forwhich it
was collected and processed, you may have theright to have the data erased. The college
manages the retention period of data held throughits retention schedule.

5. Therightstorestrict processing and to object to processing
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In certain circumstances you have theright torestrict the processing of your personal data. This is
likely to arise when there is anissue concerning the accuracy or the legitimate grounds for
processing of the personal data.

6. Therightto objectto processing
Youhave therightto object to:

- processing basedonlegitimateinterests orthe performance of ataskinthe public
interest/exercise of official authority (including profiling);

- directmarketing(including profiling); and

- processingfor purposes of scientific/historical research and statistics.

The College will stop processing the personal data unless there are compelling legitimate
grounds for the processing, which override your interests, rights and freedomes.

7. Rightsto dataportability

You have the right toreceive the personal data concerning youin a structured, commonly used
and machine-readable format. The college willrespondto any Subject Access Requestsin
compliance with this. You have the right to obtain the personal data which the college holds
about you by making a subject access request - by completing appendix 2 of the data
protection policy which can be found here.

Inline withits policy the College aims to comply withrequests foraccess without undue delay and at
the latest within one month of receipt unless thereis agoodreason fordelay. In such cases, the reason
for delay should be explained, in writing, to the data subject making the request.

Please note that should requests be received which require large amounts of datato be
interrogated orreviewed, the College may require you to provide further clarity inrespect of
narrowing the search parameters. This will pause the time frame in which the College willrespond
toyou and once clarification has been provided the time frame forresponding will restart on
receipt of the clarification.

Note:
Detailed guidance on all of the rights you have with regard to the personal data that we hold
and process about youis available on the ICO website here.

L. Contactus

If you have any queries about this privacy notice orhow we process your personal datayou can
contactus at: dataprotection@capitalccg.ac.uk.

If you are not satisfied with how we are processing your personal data, please in the firstinstance
contact our Data Protection Officer by email at: dataprotection@capitalccg.ac.uk. You can also
reportaconcernabout how yourinformation has been handled to the Information Commissioner
- https://ico.org.uk/make-a-complaint/

Date18/03/2025
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APPENDIX 2

CCCGPrivacyNoticeforEmployees, Workersand Contractors
What is the purpose of this document?

The purpose of this notice is to explain to you how Capital City College Group (“CCCG”) may use
your personal data collected from you during and after your working relationship with us.

ltappliestoallemployees, workers and contractors.
CCCG determines why and how your personal datais used and, as such, is the data controller of
your personal data. This places specific obligations on CCCG including that personal data must

be processed fairly and lawfully and in a transparent manner.

CCCG is registered with the Information Commissioner’s Office as a data controller under the
reference ZA254956.

Ouraddressis 211 Gray’s Inn Road, London, WC1X 8RA

CCCG’sDataProtection Officercanbe contactedbyemailat: dataprotection@capitalccg.ac.uk

This notice applies to current and former employees, workers and contractors. This notice does
not form part of any contract of employment or other contract to provide services.

It is important that you read this notice, together with any other privacy notice we may provide
on specific occasions when we are collecting or processing personal information about you, so
that you are aware of how and why we are using such information.

Thekind of datawe process about you

Personal data is any information relating to a living individual from which that person can be
identified directly or indirectly. It does not include data where the identity has been removed
(anonymous data).

There are special categories of more sensitive personal data which require a higher level of
protection. Special category personal data includes information about your racial or ethnic
origin, religious or other philosophical beliefs, biometric data, data concerning physical or
mental health or data concerning an individual’s sex life or sexual orientation.

We collect personal data about employees, workers and contactors through the application
and recruitment process, either directly from candidates or sometimes from an employment
agency or background check provider. We may sometimes collect additional information from
third parties including former employers, or other background check agencies e.g. Disclosure
and Barring Service. We will collect additional personal data in the course of job-related
activities throughout the period of you working for us.

Wewillcollect, store,anduse the following categories of personaldataabout you:
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e Yourname,title,address and contact details including your telephone numbers and
personal email address, date of birth and gender;

e Maritalstatus, next of kin, dependents andemergency contactinformation;

e Nationallnsurance number;

e Bankaccountdetails, payrollrecords and tax status information;

e Salary,annualleave, pensionandbenefits information, e.g. sick pay;

e Termsandconditions of youremployment, start and end dates with previous
employers and with CCCG, and details of your qualifications, skills and experience;

e Locationofemploymentorworkplace;

e Copyofdrivinglicence (where applicable);

e Recruitment information (including copies of right to work documentation, references
and other information included in an application or CV or cover letter or as part of the
applicationprocess);

e Employment records (including job titles, work history, working hours and working hours,
attendance at work, training records, professional memberships, nationality and
entitlement to workin the UK);

e Compensation history;

e Assessment of your performance, including appraisals, performance reviews and
ratings, trainingyouhave participatedin, performanceimprovementplansandrelated
correspondence;

e Disciplinary and grievance information, including any warnings issued, and
related correspondence;

e CCTVfootage andother information obtained through electronic means such as
swipecardrecords;

e Informationaboutyouruse of ourinformation and communications systems; and photographs.

Wemayalsocollect, store andusethe following special category personal data:

e Informationaboutyourrace orethnicity, religious beliefs, sexual orientationand political
opinions;

e Tradeunionmembership;

e Information about your health, including any medical condition, health and sickness
records including whether or not you have a disability for which CCCG needs to make
reasonable adjustments;

e Geneticinformationand biometric data; and

¢ Informationabout criminal convictions and offences.

How willweuseyour personal data?

We will only process your personaldata whenthe law allows us to. Most commonly, we will use your
personal datain the following circumstances:
e Whereweneedto performthe contractwe have enteredinto withyou.
e Whereweneedtocomplywitha legalobligation.
e Whereitisnecessaryforourlegitimate interests (or those of a third party) and your
interests and fundamental rights do not override those interests.

Wemayalsouseyourpersonalinformationinthe followingsituations, which arelikelyto berare:
e Whereweneedto protectyourinterests(orsomeoneelse'sinterests).
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e Whereitisneededinthe publicinterest(orforofficial purposes).
If youfailtoprovide personal data

If you fail to provide certain personal data when requested, we may not be able to perform the
contract we have entered into with you (such as paying you or providing a benefit), or we may be
prevented from complying with our legal obligations (such as to ensure the health and safety of
ourworkers).

Change of purpose

We will only use your personal data for the purposes for which we collected it, unless we
reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose. If we need to use your personal data for an unrelated purpose, we will
notify youand we will explain the legal basis which allows us to do so.

Please note thatwe may process your personaldata without yourknowledge orconsent,incompliance
withthe aboverules, where thereisalawful basis foritinaccordance with data-protectionlaw.

Do weneed your consent?

We do not need your consent if there are other lawful bases justifying the processing of your
personal data as provided by data-protection law. For example, we do not need your consent
when we use special category personal datain accordance withour written policy to carry out our
legal obligations or exercise specific rights in the field of employment law. In limited
circumstances, we may approach you for your written consent to allow us to process certain
particularly sensitive data, where there is no other lawful basis justifying that processing. If we do
so, we will provide you with full details of the information that we would like and the reason we
need it, so that you can carefully consider whether you wish to consent. You should be aware
that itis not a condition of your contract with us that you agree to any request for consent from
us and you have the right to withdraw consent at any time.

How we use special category personal data

Special category personal data require higher levels of protection. We need to have further
justification for collecting, storing and using this type of personal data. We have in place an
appropriate policy document and safeguards which we are required by law to maintain when
processing such data. We may process special categories of personal information in the
following circumstances:

¢ Inlimited circumstances, with yourexplicit written consent.

e Where we need to carry out our legal obligations or exercise rights in connection
with employment.

e Whereitisneededinthe publicinterest,suchasforequalopportunitiesmonitoringorin
relation to our occupational pension scheme.

Less commonly, we may process this type of information where it is needed in relation to legal
claims or where it is needed to protect your interests (or someone else's interests) and you are
not capable of giving your consent, or where you have already made the information public. (We
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may also process such information about members of staff or former members of staff in the
course of legitimate business activities with the appropriate safeguards).

Information about criminal convictions

We may only use personal datarelating to criminal convictions where the law allows us to do so.
This will usually be where such processing is necessary to carry out our legal obligations, for
example safe recruitment of staff who have regular contact with learners who are under 18 in the
normal course of their duties and provided we do so in line with our Data Protection Policy.

Less commonly, we may use information relating to criminal convictions where it is necessary in
relation to legal claims, where it is necessary to protect your interests (or someone else's
interests) and you are not capable of giving your consent, or where you have already made the
information public.

We may also process such personal data about members or former members in the course of
legitimate business activities with the appropriate safeguards.

Wedonotenvisage that we willhold personaldataabout criminal convictions.

We will only collect personal data about criminal convictions if it is appropriate given the nature
of the role and where we are legally able to do so. Where appropriate, we will collect personal
data about criminal convictions as part of the recruitment process or we may be notified, where
appropriate, directly by youin the course of you working for us.

We are allowed to use your personal data in this way to carry out our legal obligations. We have in

place an appropriate policy and safeguards which we are required by law to maintain when
processing such data.

Automated decision-making

Automated decision-making takes place when an electronic system uses personal data to
make a decisionwithout humanintervention. We are allowed to use automated decision-making
inthe following circumstances:
e Wherewehavenotifiedyouofthedecisionandgivenyou2ldaystorequestareconsideration.
e Where it is necessary to perform the contract with you and appropriate measures are in
place to safeguard yourrights.
e In limited circumstances, with your explicit written consent and where appropriate
measures are in place to safeguard yourrights.

If we make an automated decision on the basis of any particularly sensitive personal data, we
must have either your explicit written consent or it must be justified in the public interest, and we
must also putin place appropriate measures to safeguard yourrights

You will not be subject to decisions that will have a significant impact on you based solely on
automated decision-making, unless we have a lawful basis for doing so and we have notified
you.

We do not envisage that any decisions will be taken about you using automated means,
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however we will notify you in writing if this position changes.
Thelegalbasis onwhich we collectanduse your personal data

We collect and use your personal data in the list above on the basis that it is necessary for
performing our employment contract with you, or it is necessary to take steps before entering
into the contract with you. We also collect and use your personal information on the basis that
we need todo soinorderto comply with ourlegal obligations.

In some cases we may use your personal data to pursue legitimate interests of our own or those
of third parties, provided your interests and fundamental rights do not override those interests.
The situations in which we will process your personal data are listed in the table below as well as
indicating which categories of data are involved:

Purpose Legalbasis/justification

Tomake adecisionabout yourrecruitment or | Necessary priortoenteringintoan

appointment. employment contract and to comply with
Employment Law.

Toenterintoand perform ourobligations Necessary for the performance of

under ouremployment contract withyouand the employment contract and

exercise to comply with

ourrights. Employment Law.

To provide references onrequest. Necessary for the performance of the

employment contract or where consent
has been given.
Tomonitorequality, diversity andinclusion. Necessary in our legitimate interest to
promote an inclusive work environment and
to comply with employment law and our
other legal

obligations.

Immigration matters. Necessary for us to comply with our legal
obligations. Such processing may also be in
the public interest and your consent may be
requiredin some cases.

CC1V Necessaryforourlegitimate interestin
ensuring the safety of CCCG community and
our property and assets.

AW»  Capital City College is the trading name of Capital City College Group 23

L~}
U™ 511 Gray's Inn Road, London, WC1X 8RA

+44 (0)20 7832 5000 | www.capitalccg.ac.uk



Data Protection Policy and Procedures

How we use particularly sensitive personal data

Purpose

Legalbasis/justification

We use informationrelating to your health

Processing of health-related datais

to make decisions regarding necessary so that we can meet our
reasonable obligations under
adjustments. employment law.

We use information about your race or
ethnicity, religious beliefs, sexual orientation
and political opinions to conduct equal
opportunities monitoring.

Processing is necessary in the public
interest and so that we can meet our
obligations under employment law (public
sectory equality duty).

We use trade union membership information
to pay trade union premiums, register that
status of a protected employment and to
comply with Employment Law obligations.

Processingis necessary sothat we canmeet
our obligations underemployment law.

We use information about your criminal
convictions where the law allows us to do so
andifitis appropriate given the nature of the
role to assess your suitability to carry out

Processing is necessary in the public
interest and in the substantial public interest
(e.g. preventing unlawful acts by safer
recruitment of those working with learners

the
work forwhich you are being engaged.

who areunder18).

Data sharing

Your data will be shared internally within the College only with staff and departments that require
the use of the data in order to administer your employment and provide services to you. Data
including your personal and special category personal data will be shared externally with third
parties where required by law, where it is necessary to administer the contractual relationship
with you or where we have a legitimate interest in doing so.

Why might you share my personal datawith third parties?

We will share your personal information with third parties where required by law, where it is
necessary to administer the contractual relationship with you or where we have a legitimate
interestin doing so.

Which third-party service providers process my personal data?

"Third parties” includes third-party service providers (including contractors and designated
agents) and other entities within the College. The following activities are carried out by third-
party service providers: payroll, pension administration, occupational health assessment and
absencerecording.

How secure is my personal data with third-party service providers and other entities in our
group?

All our third-party service providers and other entities in the group are required to take
appropriate security measures to protect your personal data in line with our policies (and data-
processing contracts?). We do not allow our third-party service providers to use your personal

A
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data for their own purposes. We only permit them to process your personal data for specified
purposesandinaccordance with ourinstructions.

When might you share my personal data with other entities in the group?

We will share your personal data with other entities in our group as part of our regular reporting
activities on company performance, in the context of a business reorganisation or group
restructuring exercise,

forsystemmaintenance supportandhosting of data.
Whatabout other third parties?

We may share your personal data with other third parties, for example in the context of the
possible sale or restructuring of the business. We may also need to share your personal data
with aregulator orto otherwise comply with the law.

Transferringinformation outside the EU

Wedonottransferyourpersonaldataoutside of Europe.
Data security
Wehave putinplace measurestoprotectthe security of your personal data.

Third parties will only process your personal data on our instructions and where they have
agreedto treat your personal data confidentially and to keep it secure.

We have put in place appropriate security measures to prevent your personal data from being
accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we
limit access to your personal data to those employees, agents, contractors and other third
parties who have a business need to know. They will only process your personal data on our
instructions and they are subject to a duty of confidentiality.

We have putin place procedures to deal with any suspected data security breach and will notify
you and any applicable regulator of a suspected breach where we are legally required to do so.

How longwe keep yourpersonal data for

We will only retain your personal data for as long as necessary to fulfil the purposes we collected
it for, including for the purposes of satisfying any legal, accounting, or reporting requirements.
Details of retention periods for different aspects of your personal data are available in our
Retention Policy which is available on the intranet. To determine the appropriate retention
period for personal data, we consider the amount, nature, and sensitivity of the personal data,
the potential risk of harm from unauthorised use or disclosure of your personal data, the
purposes forwhich we process your personal data and whether we can achieve those purposes
through other means, and the applicable legal requirements.

In some circumstances we may anonymise your personal data so that it can no longer be
associated with you, in which case we may use such information without further notice to you.
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Once you are no longer an employee, worker or contractor of the company we will retain and
securely destroy your personal data in accordance with Retention Policy.

Your rights in connection with personal data - Rights of access, correction, erasure, and
restriction

Under certain circumstances you have theright to:

e Request access to your personal data (commonly known as a "data subject access
request”). This enables you to receive a copy of the personal data we hold about you and
tocheckthatwe are lawfully processingit.

e Request correction of the personal data that we hold about you. This enablesyouto have
any incomplete orinaccurate information we hold about you corrected.

e Request erasure of your personal data. This enables you to ask us to delete or remove
personal data where there is no good reason for us continuing to process it. You also
have the right to ask us to delete or remove your personal data where you have exercised
yourright to object to processing (see below).

e Object to processing of your personal data where we are relying on a legitimate interest
(or those of a third party) and there is something about your particular situation which
makes you want to object to processing on this ground. You also have the right to object
where we are processing your personal data for direct marketing purposes.

e Request therestriction of processing of your personal data. This enables youto ask usto
suspend the processing of personal data about you, for example if you want us to
establishits accuracy or the reason for processingiit.

e Requestthetransferofyourpersonaldatatoanotherparty.

e Withdraw consent to the processing of your personal data. In the limited circumstances
where you may have provided your consent to the collection, processing and transfer of
your personal data for a specific purpose, you have the right to withdraw your consent for
that specific processing at any time. To withdraw your consent, please contact the Data
Protection Officer at dataprotection@capitalccg.ac.uk. Once we have received
notification that you have withdrawn your consent, we will no longer process your
personal data for the purpose or purposes you originally agreed to, unless we have
anotherlegitimate basis fordoing soinlaw.

If you want to review, verify, correct or request erasure of your personal data, object to the
processing of your personal data, or request that we transfer a copy of your personal data to
anotherparty, please contact the Chief People Officerin writing.

No feeusuallyrequired

You will not have to pay a fee to access your personal data (or to exercise any of the other
rights). However, we may charge areasonable fee if yourrequest foraccessis clearly unfounded
orexcessive. Alternatively, we may refuse to comply with the requestin such circumstances.

Yourduty toinformus of changes

It is important that the personal data we hold about you is accurate and current. Please keep us
informed if your personal data changes during your working relationship with us.
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What we may need from you

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights). This is
another appropriate security measure to ensure that personal dataisnot disclosed to any person
whohasnorighttoreceiveit.

Data Protection Officer

We have appointed a Data Protection Officer (DPO) to oversee our compliance with data
protectionlegislation. If you have any questions about this privacy notice orhow we handle your
personal information, please contact the DPO. You have the right to make a complaint at any
time to the Information Commissioner's Office (ICO), the UK supervisory authority for data
protectionissues.

ChangestothisPrivacyNotice
We reserve the right to update this Privacy Notice at any time, and we will provide you with a new
privacy notice when we make any substantial updates. We may also notify youin otherways from

time totime about the processing of your personal data.

If youhave anyquestions about this PrivacyNotice, please contactthe Data Protection Officer
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APPENDIX 3
STAFF GUIDELINES FOR DATAPROTECTION

1. Allstaff willProcess data about students on aregular basis when markingregisters,
writing reports orreferences or as part of a pastoral oracademic supervisory role.
You must only use personal data when there is a lawful basis fordoing so. The
information that you deal with on a day-to-day basis will be ‘standard’ and will cover
categories such as:

e general personal detailssuch as name and address;

e detailsaboutclassattendance, courseworkmarksandgradesandassociated
comments; and

e notesof personal supervisionincluding matters about behaviourand discipline.

2 Information about a student’s physical or mental health, ethnicity or race, is considered
Special Category Data and can usually only Processed with the students’ explicit
consent. If you need torecord thisinformation, you should use the standard consent form
(e.g. Student Services may want to keep information about dietary needs for religious or
health reasons prior to taking students on a field trip, or that a student is pregnant).

3 All staff have a duty to make sure that they comply with the Data Protection principles
which are set out in the Data Protection Policy. In particular, you must ensure that the
personal datathat you processis:

e uptodateandaccurate;

e beingprocessedfairly;

e keptsecurely;

e adequate,relevantandlimitedtowhatisnecessaryand
e disposedofsafelyandinaccordancewith college policy.

4. Staff mustnot disclose personaldatatoany studentunlessfornormal oracademic or
pastoral purposeswithoutauthorisationoragreementfromthe DesignatedData
Controllerorinline with college policy.

5. Staff shall not disclose personal data about staff or students to any other staff member
except with the authorisation or agreement of the Designated Data Controller or line
with the College policy unless it is necessary for legitimate educational or safeguarding
purposes

6. Staff should understand their responsibilities for data protection and security when
dealing with personal data on computers orin files away from the workplace or by means
of remote access to the College’s network from home or away from the work
environment:

e ifthecomputer, laptop,tablet ormobile belongstothe Collegethenitisnot
usedby other household members;
e onlyequipmentdesignedtobe portableistakenfromthe workplace;
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e ifitistheirowncomputerthen college dataisnotaccessibletoanyone
else,i.e. password protected and all files are deleted whenno longer
needed;

e virusprotectionisinplace;

e anyprint-outsarestoredanddisposedof carefully;

e suitabletransportisprovidedbetweenhome andwork sothat equipmentdataand
manual files remain secure whilst in transit;

e anyloss,unauthoriseddestruction,ordisclosure of datamayresultin
disciplinary investigation

e computerfilesbroughttoworkfrom outsidethe college environmentare virus
checkedbefore loading onto the College’s computer equipment;

e nopersonalfiles, containing information about staff or students, can be taken from
the college environment without the express permission of the Line Managerand/or
the designated Data Controller. Staff willbe asked by their Line Manager/designed
Data Controllerto complete an authorisation form, which should be signed and
dated by their Line Manager and/orthe designated Data Controller. Personal data
files must not be left unattended atanytime exceptwhenlockedinafiling cabinet
drawer orsimilarequipment; and

e Staffshouldnot hold personal data belongingto students on theirmobile phone,
unless they have gained express permission from the student/s in question.

7. Beforeprocessingany personal data, all staff should consider:
a) whethertheinformation needsto be processed by the College and whether
the processing of the personal data fit within the purposes of providing
educationand training;
b) if thereisadditionalinformationthat we are asking the student to supply (e.g.
ethnicity), has the student / staff member given explicit consent for the College to
process thisinformation.

8. Staff should never share personal data without being sure that they are permitted to
do so. If in doubt staff should check with their data controller who in normal
circumstances will be the Director of their service area.

9. If astaff memberis asked by a student what personal data that the College holds
about them, then they should be directed to the student privacy notice which can
be found on the CCCG website. This is particularly relevant at the time of
enrolment.
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APPENDIX 4

DataBreachPolicy and Procedures

1.

1.1

1.2

2.1

22

23
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3.1

3.2

3.3
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Introduction

Every care is taken to protect personal data from incidents (either accidental or deliberate) to
avoid a data protection breach that could compromise security.

Compromise of information or confidentiality may result in harm to staff or students,
reputational damage orlegislative non-compliance, and ultimately a fine from the ICO.

Purposeand Scope

The Data Breach Policy should be read in conjunction with its Data Protection Policy and has
been designed to ensure the security of all personal data during its lifecycle. It sets out the
procedure to be followed to ensure a consistent and effective approach is in place for
managing data breach and information security incidents across CCCG.

Thispolicyrelatesto all personal data and special category dataheld by CCCGregardless of format.

This policy applies to all staff and students at CCCG. This includes temporary, agency staff,
contractors, consultants, suppliers and data processors working for, or on behalf of CCCG.

The objective of this policy is to contain any breaches, to minimise the risk associated with the
breach and consider what action is necessary to secure personal data and prevent further
breaches.

Types of DataBreaches
Forthe purpose of this policy, data security breaches include both confirmed and suspected incidents.

An incident in the context of this policy is an event or action which may compromise the
confidentiality, integrity or availability of systems or data, either accidentally or deliberately,
and has caused or has the potential to cause damage to the College’s information assets and /
orreputation.

Anincidentincludesbutisnotrestrictedto, the following:

e |ossortheft of confidential or sensitive data orequipment on which such datais stored
(e.g.loss of laptop, USB stick, iPad / tablet device, or paperrecord);
equipmenttheftorfailure;

systemfailure;

unauthorised use of, accessto ormodificationof dataorinformation systems;
attempts(failed orsuccessful)to gainunauthorised accesstoinformationor|T system(s);
unauthorised disclosure of sensitive / confidential data;

website defacement;

hacking attack;

unforeseencircumstancessuchasafire orflood;

humanerror; and

caseswhereinformationis obtainedbydeceivingthe organisationwhoholdsit.
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4.

4.1

4.2

4.3

4.4

5.1

52
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Reportinganincident

Anyindividual who accesses, uses ormanages personal informationis responsible forreporting
databreach and information security incidents immediately to the Data Protection Officer.

If the breach occurs oris discovered outside normal working hours, it must be reported as soon
asis practicable.

The report must include full and accurate details of the incident, when the breach occurred
(dates and times), who is reporting it, if the data relates to people, the nature of the
information, and how many individuals are involved. A Data Breach Report form should be
completed as part of the reporting process (referto Appendix 5).

All staff should be aware that any breach of data protection legislation may result in
Disciplinary Procedures being instigated.

Containmentandrecovery

The Data Protection Officer (DPQO) will firstly determine if the breach is still occurring. If so, the
appropriate steps will be takenimmediately to minimise the effect of the breach.

An initial assessment will be made by the DPO in liaison with the relevant designated data
controller to establish the severity of the breach and will decided whether an investigation
needs to take place or not. If the DPO decides that the severity of the case requires an
investigation then aninvestigating officer (I0) willbe appointed; this willusually be adesignated
datacontrollerfromanotherdepartment.

The IO will establish whether there is anything that can be done to recover any losses and limit
the damage the breach could cause.

The DPO (and the IO, if aninvestigation is warranted) will establish who may need to be notified
as part of the initial containment and will inform the police, where appropriate.

5.6 The DPO (and the IO, if an investigation is warranted) in liaison with the Designated Data

6.1

6.2

6.3

A
>

Controller will determine the suitable course of action to be taken to ensure aresolution to the
incident.

Investigationandrisk assessment

If a decision is made to appoint an IO, they will undertake an investigation immediately, if
possible, within 24 hours of the breach being discovered /reported.

The IO will investigate the breach and assess the risks associated with it, for example, the
potential adverse consequences for individuals, how serious or substantial those are and how
likely they are to occur.

Theinvestigationwilltakeinto account the following:
¢ thetypeofdatainvolved;
e itssensitivity;
¢ theprotectionsinplace(e.g.encryptions);
¢ whathashappenedtothedata(e.g.hasitbeenlostorstolen);
e whetherthedatacouldbeputtoanyillegal orinappropriate use;
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7.2

7.3
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7.5

7.6

8.1

8.2
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¢ datasubject(s)affectedbythe breach, numberofindividuals involved and the potential
effects onthose data subject(s); and
e whetherthere arewiderconsequencestothe breach.

Notification

The DPO in liaison with the IO (if appointed) and the Designated Data Controller will establish
whether the Information Commissioner’s Office will need to be notified of the breach, and if
so, notify them within 72 hours of becoming aware of the breach.

Every incident will be assessed on a case by case basis; however, the following will need to

be considered:

e whetherthebreachislikely toresultinahighrisk of adversely affectingindividuals’ rights and
freedoms under dataprotectionlegislation;

¢ IndividualRightsasdefinedbythelCO:https://ico.org.uk/for-organisations/guide-to-
the-general-data-protection-regulation-gdpr/individual-rights/

¢ whethernotificationwould assist theindividual(s) affected (e.g.could theyactonthe
information to mitigate risks);

e whethernotificationwouldhelp preventtheunauthorised orunlawfuluse of personal data;

e whetherthereareanylegal/contractual notificationrequirements;and

e thedangers of overnotifying. Not every incident warrants notification and over
notification may cause disproportionate enquiries and work.

An individual or individuals whose personal data has/have been affected by the incident, and
where it has been considered likely to result in a high risk of adversely affecting theirrights and
freedoms, will be informed without undue delay. Notification will include a description of how
and when the breach occurred and the data involved. Specific and clear advice will be givenon
what they can do to protect themselves, and include what action has already been taken to
mitigate the risks. Individuals will also be provided with a way in which they can contact the
Collegeforfurtherinformationortoask questions onwhat has occurred.

The DPO (and IO if appointed) will consider notifying third parties such as the police, insurers,
banks or credit card companies, and trade unions. This would be appropriate where illegal
activity is known or is believed to have occurred, or where there is a risk that illegal activity
might occurin the future.

The DPO, in consultation with the Executive Team will consider whether communications and
marketing team should be informed regarding a press release and to be ready to handle any
incoming press enquiries.

Arecordwillbe kept of any personal databreach, regardless of whethernotificationwas required.
Evaluationandresponse

Once the initial incident is contained, the DPO will carry out a full review of the causes of the
breach; the effectiveness of the response(s) and whether any changes to systems, policies
and procedures should be undertaken.

Existing controls will be reviewed to determine their adequacy, and whether any corrective
action should be taken to minimise the risk of similarincidents occurring.
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8.3 Thereviewwillconsider:

¢ whereandhow personaldataisheld and where and howitis stored;

e where the biggest risks lie including identifying potential weak points within existing
security measures;

e whethermethodsof transmissionare secure; sharingminimum amountof datanecessary;

e staffawareness;and

¢ implementing adatabreach plan andidentifying a group of individuals responsible for
reacting toreported breaches of security.

84 If deemed necessary, a report recommending any changes to systems, policies and
procedures willbe considered by the Group Leadership Team.

8.5 The Audit Committee will be informed of any data breaches that have occurred since their last
meeting. If no data breaches have occurred to a year the audit committee will informed of a nil
return on annual basis (usually at their October meeting).
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APPENDIX 5
CAPITALCITY COLLEGEGROUP

DATA BREACHREPORT FORM

Please act promptly to report any data breaches. If you discover a data breach, please notify your line
manager /head of departmentimmediately.

Pleasecompletethisnotificationformandemailto graham.drummond@capitalccg.ac.uk

Dateincidentwasdiscovered:

Date(s) of incident:

Place ofincident:

Name of person reportingincident:

Contact details of person reporting incident
(email address, telephone number):

Brief description of incident ordetails of the
information lost:

Number of Data Subjectsaffected,
if known

Has any personal data been placed at risk? If,
so please provide details:

Brief description of any actiontaken atthe
time of discovery:

Foruse by the Data Protection Officer

Receivedby:

On(date):
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Forwardedforactionto:

On(date):
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APPENDIX 6
SUBJECTACCESS REQUESTFORMFORACCESS TO PERSONAL DATA

I EST = T= 1.2 =) wishto have accessto either
(delete as appropriate):

1 Allthe personal datathat CCCG currently has about me eitheras part of anautomated
system or part of the relevant filing system, or

2 Please specify what personal data you believe that CCCG holdsinrespect to yourrequest and
where you believe your personal dataisretained - e.g. disciplinary records, academic marks or
course work details. If arequest is made with respect to personal data contained within email
correspondence, details of the nature this personal data must be provided along with datesin
orderto assist staff inlocating the information - please also give names of the tutor / course
manager and the campus.

Name (in full)

Student number (if appropriate)

College course attended

Date of Birth

Addresstowhichinformationistobe sent(or provide email address):

Daytimecontacttelephonenumber:

For Office Use Only
Request forinformationreceived on ... e ves s sescee e InfOrmation sent
to enquireron SSRENRORSIR S | (¢ | T=To

(Designated Data Controller ... v veeon
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APPENDIX7

Capital City College Group - Retention of Data / Information Schedule

Section1- Staff Related Data

No Type of Data Retention Period Designated Data Controller
1.1 Income Tax and Nl returns; 6 years afterthe end of the financial yearto Chief Finance Officer
correspondencewithTax which the records relate
Office
1.2 Statutorymaternity payrecordsand 6 years afterthe end of the financial yearto Chief Finance Officer
calculations whichtherecordsrelate
13 Statutorysickpayrecords 6 years afterthe end of the financial yearto Chief Finance Officer
and calculations whichtherecordsrelate
1.4 Wages andsalaryrecords 6 yearsfromthelast date of employment Chief Finance Officer
1.5 Records andreports of accidents 3years afterthe date of the last entry Director of Estates & Facilities
1.6 Recordsrelatingto events notifiable | 6 years fromthe end of the scheme yearin Chief Finance Officer
underthe Retirement Benefits whichthe eventtook place orthe dateupon
Scheme, i.e.,recordsconcerning which the accounts/reports were
decisionstoallow retirement due to signed/completed
incapacity, pensions
accountsandassociated documents
1.7 Medicalrecordsasspecifiedunderthe | 40 years Director of Estates and Facilities
control of substances hazardous to
healthregulations
1.8 PersonnelFiles:trainingrecords; 6 years from the end of employment Chief People Officer
notes of grievancesanddisciplinary
hearings
1.9 Fr?ctszroe)lating toredundancies(less 6 years fromthe date of redundancies Chief People Officer
than
110 Facts)relating toredundancies(200r | 6yearsfromthe date of redundancies Chief People Officer
more
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1 Healthrecords 6 yearsfromthelast date of employment Chief People Officer
112 | HealthRecordswherereason for 6 years fromthe last date of employment Chief People Officer
terminationof employmentis
concerned
withhealth,includingstressrelated
illness
113 Sickness absence monitoring records | 6 yearsfromthe last date of employment Chief People Officer
114 | Applicationsformsandinterview 6 months from the date of the decision Chief People Officer
notes (forunsuccessful candidates)
1.15 Professionaldevelopmentrecords 6 yearsfromthelast date of employment Chief People Officer
andfiles
1.16 Parentalleave 6 yearsfromthelast date of employment Chief People Officer
117 | Pensionschemeinvestmentpolicies | 12yearsfromthe ending of any benefit Chief Finance Officer
payable underthe policy
1.18 Pensioners’ records 12 years afterbenefit ceases Chief Finance Officer
1.19 Trade unionagreements 10 years afterceasingto be effective Chief People Officer

Section 2 - Finance Data / Information

No | TypeofData Retention Period Designated Data Controller
2.1 | Financialrecordsincludinginvoices, 7 years Chief Finance Officer
receipts, ledgersandaccounts
2.2 | InlandRevenue approvals permanently Chief Finance Officer
2.3 | Pensionschemeinvestmentpolicies | 12yearsfromthe endingofany benefit Chief Finance Officer
payable under the policy
2.4 | Pensioners’records 12 years afterbenefit ceases Chief Finance Officer
2.5 | Employers’ liability certificate 20years Chief Finance Officer
2.6 | Payrolldata 10yearsfollowing cessationof employment | Chief Finance Officer
2.7 | Published financial accounts Indefinitely Chief Finance Officer
2.8 | Tendersandtime expired contracts 7 years Chief Finance Officer
2.9 | Internalandexternalauditreports 7 years Chief Finance Officer
AW»  Capital City College is the trading name of Capital City College Group 38
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Section 3 - Student Related Data / Information

No | TypeofData Retention Period Designated Data Controller
3.1 | StudentMlrecords 7 years Directorof Integrationand
Information
3.2 | Studentfiles,including 6yearsfromthe last day of the course; 10 Chief Learning Officer
academic achievements and years with the consent of the student for
conduct personal and academic references
3.3 | Examinationandassessment Terminationof relationship withstudent +6 Directorof MIS
records, including pass years
lists/awards lists and
correspondence with examination
bodies
3.4 | Studentsurveys/feedback Currentyearplus 3years Chief Learning Officer
from students, including
complaints
3.5 | Studentrecords: egLearnersupport, Completionof student's programme + 6 years Chief Learning Officer
AccessFundpayments, Childcareetc
3.6 | Confidentialstudentrecordseg 2 years Chief Learning Officer
referral to external agencies
3.7 | Tutorialrecords Completionof student’scourseplus3years | Chief Learning Officer
(NB excluding summaries extractedfor
reference purposes - see 4.2 above)
3.8 | Coursework samples Currentacademicyearplus lyear Chief Learning Officer
3.9 | Assignments/course log Life of course Chief Learning Officer
3.10 | Handouts, WebPages, learning Life of course Chief Learning Officer
resources
3.11 | Coursegrade/marksheets Terminationofrelationship withstudent +6 Chief Learning Officer
years
3.12 | Courseinduction programme/course | Life of course Chief Learning Officer
handbooks

A
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Section4 - College Performance Data / Reports

No | TypeofData Retention Period Designated Data Controller

41 | Collegedevelopmentplansincluding | 4years Director of Governance
retention and achievement date

41 | Externalinspectionreportsandreviews| 4 years Chief Learning Officer

4.2 | EVreportsandactionplans Currentacademicyearplus 3years Chief Learning Officer

4.3 (Course sl)ubmissions/approvals Life of course plus 4 years Assistant Director Examinations
externa

4.4 | Any/allindividualcourse Currentacademic year plus 3years Chief Learning Officer
review documentation

4.5 | Curriculum SARsandactionplans Currentacademicyearplus 3years Chief Learning Officer

4.6 | Divisional/Centre SARsand action Currentacademicyearplus 3years Chief Learning Officer
plans

47 | College SARsandactionplans Currentacademicyearplus 3years Chief Learning Officer

Section 5 - Corporate Data / Reports

No | TypeofData Retention Period Designated Data Controller
5.1 | Dataprotectionregistration 10 years Director of Governance
5.2 | Softwarelicensesand 5years Directorof IT
hardware registers
5.3 | Minutesofthe GoverningBodyandits | In perpetuity Director of Governance
committee
5.4 | AgendasandpapersofCorporation | 10years Director of Governance
and Committees
5.5 | Policiesapprovedbythe Corporation | Inperpetuity oruntilupdated/superseded Director of Governance
5.6 | Deedsandtitlesrelatingto property In perpetuity Director of Governance
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APPENDIX 8

DataPrivacy Impact Assessment Framework - Addendumto the Data Protection Policy

1. Introduction

1.3 A Data Protection Impact Assessment (DPIA) is a process which assists the College to identify
and minimise risks associated with the implementation of projects whichinvolve personal data,
including the use of new technologies..

14 A DPIA must be carried out for all projects where there is a risk to the rights and freedoms of
data subjects, including the risk of a personal data breach.

2, Purpose and Scope

2.1 This framework should be read in conjunction with the Data Protection Policy and its Data
Breach Policy which has been designed to ensure the security of all personal data during its
lifecycle. It sets out the procedure to be followed to ensure a consistent and effective
approach is in place for managing data breach and information security incidents across the
College.

2.2 Thispolicy relates to all personal and Special Category Data held by the College regardless of
format. Its aim is to provide guidance to those that need to carry out a DPIA for projects
involving personal data.

3. The Assessment

3.1 If a project involves personal data, then a DPIA must be included within the project brief /
proposal and be approved by the Executive Team. The writer of the project proposal should
discuss the potential implications for data protection with College’s DPO.

3.2 Thefollowingheadings shouldbe usedaspartofthe DPIA:
e thenature,scope, contextand purpose/s of the processing;
e assessmentof the necessity, proportionality and compliance measures;
e identificationandassessmentoftheriskstoindividuals, withdetails of:
o identificationof measurestomitigate thoserisks

o thelikelihood and the severity of anyimpact onindividuals (e.g. highrisk could result
from either a high probability of some harm, or alower possibility of serious harm)

3.3 Iftheriskis highthen the lead staff members must consult with the DPO and where
appropriate, individuals and relevant experts. If a highriskisidentified which cannotbe
identified then ICO may need to be contacted. The ICO will give written advice within eight
weeks, or 14 weeks incomplex cases. If appropriate, the ICO may issue aformal warning not
to process the data, orban the processing altogether.
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